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Budget
Budget ? What budget ...

Open source or commerci al ?

Any staff or dedicated personnel ?

Separate servers for sensor(s),
dat abase, and consol e?

OR

One server for all el enents?



Significant Traffic

Part of a | arger network

Tons of noise from nel ghbors

Big fiber pipes, multiple | SPs

Fl at network, not enough use of
VLANSs

Not enough depart nent al
firewall use, traffic
m nim zation



Correlation yere's your sensor?

Nol se SPAN/ RSPAN?
Large packets from known | nt eri or ?
good sources
Peri neter?
| CMP  SNMP
Tap or hub?

suppress gen_id 1, sig_id 1411
suppress gen_id 1, sig id 1417 _ _ _
suppress gen id 1, sig id 1419 After suppression, 1s a Si gnat ur_e
suppress gen id 1, sig id 1892 li ke SID 2925. | NFO web bug 0x0 gif
suppress gen id 1, sigid 1893 atterrpt anyt h! ng ot her_ t han expected

. o traffic, particularly if outbound to
suppress gen_id 1, sig_id 2189 . :

. T known reliable web sites?
suppress gen_id 1, sig id 408
suppress gen_id 1, sig id 384
suppress gen_id 1, sig id 499, track by _src, ip XXX.XX.XXX.XXX



Li mted Resources

Staff? What staff...

How much reli able automated al erting
can be 1 npl enent ed?

Can care and feeding be kept to a
m ni run? Log rotation, archiving, etc.

For the one person security staff, are
systens | nplenented in a manner t hat
allow swft reaction to escal at ed
alerts?



BASE

Basi c
Anal ysis &
Security

Engi ne



OSSI M



Sqgui |

Sguil Real Tine Events

Sguil Port Scan Data



Sgui | Queri es

Sqgui | Event Query

Sgui | Sancp Query



Aanval

The Aanval Intrusion Detection Console is a data managenent and
anal ysis system desi gned specifically for Snort and Sysl og dat a.



Aanval Al



Aanval
Reports



