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Budget

Budget ? What  budget …

Open sour ce or  commer ci al ?

Separ at e ser ver s f or  sensor ( s) ,
dat abase,  and consol e?

OR

One ser ver  f or  al l  el ement s?

Any st af f  or  dedi cat ed per sonnel ?



Si gni f i cant  Tr af f i c

Bi g f i ber  pi pes,  mul t i pl e I SPs

Par t  of  a l ar ger  net wor k 

Tons of  noi se f r om nei ghbor s

Fl at  net wor k,  not  enough use of  
VLANs

Not  enough depar t ment al  
f i r ewal l  use,  t r af f i c  
mi ni mi zat i on



Cor r el at i on Wher e’ s your sensor ?

Per i met er ?

I nt er i or ?

SPAN/ RSPAN?

SNMPI CMP

Noi se

Tap or  hub?

Lar ge packet s f r om known 
good sour ces

suppr ess gen_i d 1,  s i g_i d 1411

suppr ess gen_i d 1,  s i g_i d 1417

suppr ess gen_i d 1,  s i g_i d 1419

suppr ess gen_i d 1,  s i g_i d 1892

suppr ess gen_i d 1,  s i g_i d 1893

suppr ess gen_i d 1,  s i g_i d 2189

suppr ess gen_i d 1,  s i g_i d 408

suppr ess gen_i d 1,  s i g_i d 384

suppr ess gen_i d 1,  s i g_i d 499,  t r ack by_sr c,  i p xxx. xx. xxx. xxx

Af t er  suppr essi on,  i s  a s i gnat ur e 
l i ke SI D 2925 I NFO web bug 0x0 gi f  
at t empt  anyt hi ng ot her  t han expect ed 
t r af f i c ,  par t i cul ar l y i f  out bound t o 
known r el i abl e web si t es?



Li mi t ed Resour ces

St af f ? What  st af f …

How much r el i abl e aut omat ed al er t i ng 
can be i mpl ement ed?

Can car e and f eedi ng be kept  t o a 
mi ni mum? Log r ot at i on,  ar chi v i ng,  et c.

For  t he one per son secur i t y st af f ,  ar e 
syst ems i mpl ement ed i n a manner  t hat  
al l ow swi f t  r eact i on t o escal at ed 
al er t s?



Basi c 
Anal ysi s & 
Secur i t y 
Engi ne 

BASE 



OSSI M



Sgui l

Sgui l  Real  Ti me Event s

Sgui l  Por t  Scan Dat a



Sgui l  Quer i es

Sgui l  Event  Quer y

Sgui l  Sancp Quer y



Aanval

The Aanval I nt r usi on Det ect i on Consol e i s a dat a management  and 
anal ysi s syst em desi gned speci f i cal l y f or  Snor t  and Sysl og dat a.



Aanval  AI



Aanval
Repor t s


