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The Chal l enges
• Budget

• Si gni f i cant  Tr af f i c

• Cor r el at i on

• Li mi t ed Resour ces



Budget
• Gover nment  ent i t y budget  

( we don’ t  have any)

• Open sour ce makes Fi nance 
Di r ect or s happy

• Open sour ce t ool s can per f or m 
as wel l  as t hei r  commer ci al  
( expensi ve)  count er par t s



Si gni f i cant  t r af f i c
• Par t  of  a l ar ger  net wor k 

• Fat  f i ber  backbone,  mul t i pl e I SPs

• Tons of  noi se f r om depar t ment al  
nei ghbor s

• Fl at  net wor k,  not  enough use of  
i sol at ed net wor ks



Cor r el at i on
• Behi nd t he f i r ewal l  of  l ar ge or gani zat i on 

di v i ded i nt o many depar t ment s

• Wi t hout  net wor k separ at i on and 
depar t ment al  f i r ewal l s,  much nei ghbor hood 
t r af f i c r equi r es suppr essi on

• Fal se posi t i ves? Does suppr essi on l ead t o 
f al se negat i ves?

• SNMP/ I CMP by t he pound

• What  i s a r eal  at t ack?



Li mi t ed Resour ces
• Gover nment  ent i t y st af f i ng 

( we don’ t  have any)

• Who anal yzes? Me

• Who r ecei ves al er t s? Me

• Who t akes t he f al l  when i t  al l  
goes t o hel l ? Me



Snor t ,  Apache,  SSL,  PHP,  
MySQL,  and ACI D/ BASE

• Gr eat  packages but  usual l y 
bui l t  ar ound Red Hat / Fedor a 
( di st r os r equi r e a gr eat  deal  
of  har deni ng)  

• ACI D/ BASE r eal l y bog down 
ar ound 250, 000 event s

• Requi r es much car e & f eedi ng



OSSI M
Open Sour ce Secur i t y I nf or mat i on Manager

• St i l l  mat ur i ng

• A bi t  convol ut ed,  ver y sl ow

• PHP dependent

• Tr oubl esome conf i gur i ng gr aphi ng 
and sensor s

• Tr yi ng t o be al l  t hi ngs t o al l  
peopl e ( Snor t ,  Aci d,  Mr t g,  NTOP,  
OpenNMS,  nmap,  nessus)



Sgui l
• Recommended OS:  Fr eeBSD

• A t r ue anal yst ’ s consol e

• Not  br owser  based

• Ver y pr omi si ng,  but  di f f i cul t  t o 
i nst al l

• Al so st i l l  mat ur i ng,  but  under  
const ant  devel opment



Sgui l  of f er s:
• Real  t i me r esul t s

• Compr ehensi ve quer y capaci t y

• Fast !

• Super i or  cor r el at i on,  escal at i on,  
al er t  cat egor i zat i on,  and wor kf l ow



AANVAL
• Al so r equi r es Snor t ,  Apache,  PHP,  

and MySQL
• A happy medi um bet ween Sgui l  and 

ACI D/ BASE i nst al l at i ons
• Easy t o i nst al l
• Commer ci al  ver si on and suppor t  

avai l abl e
• Mor e mat ur e,  mor e r api d 

devel opment  t hanks t o commer ci al  
pr oduct  of f er i ng

• Al so sl ows down,  l i ke ACI D/ BASE,  
af t er  250, 000 +/ - event s,  but  i s 
f ast er



AANVAL of f er s:
• Cor r el at i on

• Excel l ent  gr aphi ng

• Easy i nst al l at i on

• St r ong r epor t i ng t ool s

• Scal abl e 

• Can manage Snor t  sensor s as wel l  as 
sysl og f eeds



Concl usi on
• For  t hose f aci ng t he cl assi c 

chal l enges i ncl udi ng budget ,  
s i gni f i cant  t r af f i c,  cor r el at i on,  
and l i mi t ed r esour ces,  AANVAL 
appear s t o of f er  a f r ee or  l ow 
cost  sol ut i on t hat  i ncl udes al l  of  
t he benef i t s of  ACI D/ BASE wi t h a 
bet t er ,  f ast er  i nt er f ace

• AANVAL i n concer t  wi t h Sgui l  
appear  t o be a v i abl e t ool set


