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The Chal | enges
Budget

Significant Traffic
Correl ati on

Li mted Resources



Budget

e Governnent entity budget

(we don’t have any)

e Open source nmakes FI nance
D rectors happy

e Open source tools can perform
as well as thelir conmerci al
(expensi ve) counterparts



Significant traffic

Part of a | arger network
Fat fi ber backbone, nultiple ISPs

Tons of nolse from depart nent al
nel ghbors

Fl at network, not enough use of
| sol at ed net wor ks



Correl at1 on

Behind the firewall of |arge organi zation
di vided into nany departnents

Wt hout network separation and
departnental firewalls, much nei ghborhood
traffic requires suppression

Fal se positives? Does suppression |ead to
fal se negatives?

SNMP/ | CMP by t he pound

VWat is a real attack?



Limted Resources

« Governnent entity staffing

(we don’t have any)
« Who anal yzes? Me
 Who receives alerts? M

« Who takes the fall when i1t all
goes to hell? M



Snort, Apache, SSL, PHP,
MySQL, and ACI DY BASE

G eat packages but usually
bui It around Red Hat/ Fedor a
(distros require a great deal
of har deni ng)

« ACl Y BASE really bog down
around 250, 000 events

* Requires nuch care & feeding



OSSI M

Open Source Security I nformati on Manager

Still maturing
A bit convol uted, very sl ow
PHP dependent

Tr oubl esone configuring graphing
and sensors

Trying to be all things to all
people (Snort, Acid, Mtg, NIOP,
QpenNMS, nmap, nessus)



Squi |

Recommended OS: FreeBSD
A true anal yst’s consol e
Not browser based

Very promsing, but difficult to
| nst al |

Al so still maturing, but under
const ant devel opnent



Sguil offers:

Real tine results
Conpr ehensi ve query capacity
Fast !

Superior correlation, escal ation,
al ert categorization, and workfl ow



AANVAL

Al so requires Snort, Apache, PHP,
and MySQL

A happy nedi um bet ween Sgui |l and
AClI DY BASE 1 nstal | ati ons

Easy to Iinstall

Commer ci al version and support
aval | abl e

More mature, nore rapid
devel opnent thanks to conmmerci al
product offering

Al so sl ows down, |1 ke AC D BASE,
after 250,000 +/- events, but 1s
faster



AANVAL of fers:

Correl ation

Excel | ent graphi ng
Easy i nstallation
Strong reporting tools
Scal abl e

Can nmanage Snort sensors as well as
sysl og feeds



Concl usi on

e For those facing the classic
chal | enges 1 ncl udi ng budget,
significant traffic, correlation,
and limted resources, AANVAL
appears to offer a free or | ow
cost solution that Includes all of
t he benefits of ACID)BASE wth a
better, faster Interface

« AANVAL I n concert wth Sgui l
appear to be a viable tool set



