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Verification

System Description

Evidence Collection

Timeline Creation and Analysis
OS-Specific Media Analysis
Data Recovery

String Search

Reporting
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* Incident Handlers rarely benefit from the same
operating timelines as forensic investigators.

e “We need information and we need it now.”

 What is it, why or how did it get there, and how
do we stop it?

S—
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ldentify & Analyze
Contain
Eradicate
Recover
Prevent

We'll cover Identification and Analysis today.

I‘(«
l oooof |
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 Monitored IDS or firewall logs have tipped you
off to an infected host...

o |dentify

e Mandiant Red Curtain
e Process Explorer

e RAPIER 3.2
 Online resources

 Other helpful tools Include Sysinternals and
Helix

S—
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 Analyze
* Process Monitor
 Malcode Analysis Software Tools - iDefense Labs
* Wireshark
e IDS & Firewall logs

|
l OooOfh
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Where's Waldo?

| DLUDDLDDLHLLLDL II D].ID].LDJ.[] 010L033%01.0000 |



*

* An Interesting tool that moves beyond expected
norms.

« “MANDIANT Red Curtain is free software for Incident
Responders that assists with the analysis of malware. MRC
examines executables to determine how suspicious they are
based on a set of criteria. It examines multiple aspects of an
executable, looking at things such as the entropy, indications of
packing, compiler and packing signatures, the presence of
digital signatures, and other characteristics to generate a threat
"score." This score can be used to identify whether a set of
files is worthy of further investigation. ”

T
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* Entropy - Measure of disorder and randomness.

* One of the fundamental properties of encrypted,
compressed, or obfuscated (depending on the
method of obfuscation) data Is that its entropy
(or "randomness") tends to be higher than that
of "structured" data, such as user generated
documents and computer programs.

S—
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1. Afile is opened and the bytes read in to calculate a global

2.

entropy value for the entire file.

MRC then divides the file into overlapping samples and
calculates the entropy across them. For arguments sake,
assume a file of size X is divided into n samples of size Y.

The mean and standard deviation of all entropy values from all
samples is calculated. The overall entropy for the input file is
derived by taking the mean and adding one standard deviation
to it. This value Is referred to as the Sample Source Entropy.

Sample Source Entropy and Global Entropy are compared to a
threshold. This threshold is an empirically derived value
between 0 and 1. If either entropy value is greater than the

threshold, the data block is determined to be entropic, and
therefore potentially interesting. (4} Madiant Red Curtain Usér Guide

T
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MRC can be run locally on the suspect host.
NET 2.0 framework dependent.

Can also be run as a remote agent.

Note: Engage only trusted tools as part of your
analysis. Why?

lere’s where Helix comes in handy.

——
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Create agent files with MRC.
Copy to victim host.
Share your local CD drive as cdrom.

psexec -u <admin acct> -p <password> \\<victim host ip> net
use X: \\ <localhost ip\cdrom>

psexec —w X: \IR\xp -u <admin acct> -p <password> \\<victim

hnct insS v \IRD\vn\crmd avoe
11UOL ||~J/ N\. \||\\AP\b|||u-CAC

Now on victim host, issue MRCAgent.exe epcompilersigs.dat
eppackersigs.dat roamingsigs -r c:\windows output.xml

Open output.xml in MRC console.

T
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Sometimes results are immediately conclusive:

« MRC doesn’t identify what the actual malware
IS (more later), but helps in sample gathering.

——
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Sometimes results aren’t obvious.

Don’t just look for the pretty red alert with a high score, look at
entry point sigs and anomaly counts.
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Running processes
are noted via the
Processes tab in
Task Manager, but
that won’t provide
unique feedback like
file touches and
device use.
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 “RAPIER Is a security tool built to facilitate first
response procedures for incident handling. It is
designed to acquire commonly requested
Information and samples during an information
security event, incident, or investigation.
RAPIER automates the entire process of data
collection and delivers the results directly to the

nands of a skilled security analyst.”

o Used by the authors at Intel, they wrote It to
nelp them respond to incidents in the absence
of a consolidated tool suite.
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Server acts as a central location for results to be uploaded to.

When an analyst runs a RAPIER scan, an email is
automatically sent out to the security analysts that look at the
scans, with a list of included modules and other info, and a full
path to the file just uploaded.

Keeps the ClamAV, McAfee DAT and MBSA sigs up to date
and in the current version.

Acts as a central repository for everyone to download the tool
from, can be setup as http://rapier.<your domain>.com on your
Intranet.

If any of the DAT files change, the download package is auto-
updated on the site.
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e RAPIER also works well as a standalone client.

e Can be run from a trusted resource (CD,USB)
or run against a victim host remotely.

o Also .NET 2.0 framework dependent.
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* Very simple interface, just select the modules you wish to run.

 If you only ever run two modules, be sure they are SecCheck
from MyNetWatchman and the Network module.
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Run completes...

...easy navigation to
results.
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Network module results - fport:
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SecCheck module results — Process List:
e Confirms what we saw in Process Explorer.
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SecCheck module results — TCP/UDP and Run Entries:
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* With our unwelcome visitor identified how can
we quickly learn more?

e Online scanners are invaluable: Is it a new
variant with little coverage, or is it easily
identified, denoting a gap In the victim host’'s AV
application.

e Be a good citizen, if coverage is light submit
the sample to vendors.
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* Virustotal — most analysts are familiar with this
service http://www.virustotal.com/
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* When Virustotal’s load is too high, try Jotti (although
Virustotal rebuilt recently and handles high demand
well now): http://virusscan.jotti.org/
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e If you just want a quick, single source ID, try
Kaspersky:
http://www.kaspersky.com/scanforvirus
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Who's Waldo?
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Sandbox the analysis phase!
Avoid your corporate network.

VMWare is great only if the malware isn’t
virtualization-aware (becoming a prevalent issue).

Only one non-commercial tool seems to avoid the
virtualization issues.

e Joe Stewart’s Truman, not for the timid or easily
deterred as it unsupported and version 0.1.

My host OS In typically Linux or Mac OS X, and | run
Windows as a guest OS.
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* Process Monitor makes use of Filemon and Regmon
functionality, but adds major feature enhancements such as
filtering, search, logging, and capture.

« Can be somewhat daunting without filtering...TMI (every
process).

» Great for identifying behavioral attributes.
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* Add a bit of filtering and zero in on the
Information you seek.
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e |IDefense Labs offers some excellent tools for
use Iin your sandbox.

o SysAnalyzer
 Apilogger
 Malcode Analysis Pack
e Shell extensions
* Mailpot — mail server capture port

» fakeDNS — Spoofs responses
o Sniff Hit — HTTP, IRC, DNS sniffer
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e SysAnalyzer — very straightforward usage.
* The resulting reports are very comprehensive.
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* Report findings
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* Report findings (2)
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» Apilogger injects a dll into the target process and inserts a series of detour-
style hooks into specific api calls. When these API are accessed by any

code in the process, they will trigger a notification message which gets sent
to the main SysAnalyzer interface.

e Hmm...am | a P2P Storm bot variant?
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 Malcode Analysis Pack
* The value of hashing.
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 Malcode Analysis Pack
e Take the resulting MD5 output and search for it.
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Malcode Analysis
Pack - Strings
e Strings — can
offer a ton of
iInformation.

e What
functionality do
we see here?
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Malcode Analysis
Pack — Strings (2)
 What

functionality do
we see here?
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Malcode Analysis Pack — Sniff Hit
« HTTP, IRC, DNS sniffer
 Grabs unique IP addresses

« Designed to sniff target communication data
and present it in an easily viewable interface.
Includes basic methods to pick up on target
traffic that Is not on a known or predefined
port.
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 Don’t forget the old standby!

* Tons of iInformation In ye olde packet capture
* Follow TCP Stream is your friend.
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e ...monitored IDS or firewall logs have tipped
you off to an infected host.
« Remember one of our first slides?

« Good reason for egress filtering...
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You don’t need expensive, commercial tools.

Don’t be afraid to experiment (in a controlled
environment).

No one way Is right, and it Is certain there are a
plethora of tools available that we didn’t cover.

Some of these tools will also aid you during
other types of incidents and investigations.
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holisticinfosec@gmail.com
Holisticinfosec.org

Thank you!
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Mandiant Red Curtain http://mandiant.com/mrc

RAPIER http://code.google.com/p/rapier/

Sysinternals http://www.microsoft.com/technet/sysinternals/default.mspx
IDefense Labs http://labs.idefense.com/software/malcode.php

Virustotal http://www.virustotal.com/

Jotti http://virusscan.jotti.org/

Process Monitor
http://www.microsoft.com/technet/sysinternals/utilities/processmonitor.mspx

Helix http://www.e-fense.com/helix/
Wireshark — http://www.wireshark.org
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