Nessj: Application/network security

scanner client

By Russ McRee

mpatible servers

Prerequisites

Java 1.5.0,

SWT 3.1 (if using the Java binary)
JFreeChart 1.0.1 (if using the Java binary)
Nessus

Introduction

Its unlikely that anyone reading this column hasnt heard of Nessus.
What is likely is the premise that the same reader has taken issue
with the performance of the Nessus client. Nessj to the rescue. Nessj,
offered under the Clari ed Avrtistic License, is free to download and
use.

Janos Szatmary, Directory of Security Research at Intekras detailed
the history of Nessj for toolsmith. In 2001/2002 Idealogica devel-
oped an application security assessment suite which was acquired
by NetSec (now MCI/Verizon.) Just prior to the sale of the product,
Avrion Lawrence, Chris O Ferrell and Janos joined the company and
worked in the application assessment and reverse engineering space.
After the merger of Netsec/MCI/Verizon, Verizon Business would
not directly support their open source efforts, so they developed the
product under an entity with which Verizon had a relationship - Ide-
alogica. After a time they left \erizon and joined Intekras who was
friendly to open source, and it seemed a good  t to move the project
over during a feature enhancement.

The project evolved to its current state over several months and the
current base code and features are fairly stable. Tasks to be complet-
ed shortly include bringing the application up-to-date with the latest
Java/SWT releases, and to ensure some deployment issues xes as
there are some known Debian issues. There are also plans for an em-
bedded DB instead of a serialized Java object (which tends to be slow
and memory hungry.) The longer term goal is to make NessJ (after
a rename) into a front end for several security related tools (nikto,
metasploit, etc.) that would be able to share data between compo-
nents; however, that is some time away. The developers are always
open to suggestions, and welcome contributions to the product.
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Preparing for Use

Nessj 0.7.0 is available in binary and source forms, and is packaged
for Linux, OSX, and Windows. You Il note a heavy Java dependen-
cy, speci cally, Java 1.5 or later. If you have issues with running Nessj
on Linux due to SWT errors, refer to the FAQ.!

Download Nessj from SourceForge.?

Installation is straightforward and, after con rming the presence of
a JRE on your system, install the appropriate binary.

Obviously, you Il need a Nessus server, and while we wont cover its
installation, there are a few notes. As of this writing, the current ver-
sion of Nessus is 3.05 and is available for all major platforms and can
be downloaded.®

Default installation includes the use of SSL for client connectivity.

When establishing your initial connection to a newly installed Nes-
sus 3.0.5 server, select TLSv1 as the protocol.
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Figure 1 — Nessj connecting to Nessus server

1 http://sourceforge.net/docman/display_doc.php?docid=33221&group_id=157279
2 http://sourceforge.net/project/show les.php?group_id=157279
3 http:/mww.nessus.org/download/






