NetworkMiner:
Network Forensic Analysis Tool

By Russ MCRee - 1ssa member, Puget Sound (Seattle), WA, USA chapter

Prerequisites

Winpcap
Windows XP recommended,
but works well for static analysis on Vista.

Similar Projects

Wireshark!
Driftnet?
Cain & Abel®

Introduction

I had the pleasure of participating in the 20th annual FIRST
Conference in Vancouver, B.C., as a speaker and attendee, just
before beginning the process of writing this month s column.
Given that FIRST is the Forum of Incident Response and Se-
curity Teams, | was hopeful that | would discover some rele-
vant topics for toolsmith and | wasn t disappointed. That said,
the most in uential conversation | enjoyed at the conference
was a chat with Richard Bejtlich (The Tao of Network Security
Monitoring) and Raffael Marty (Applied Security Visualiza-
tion) where the discussions focus was largely on new ways
to interpret network data captures. Having long embraced
network security monitoring and more recently security data
visualization, | went searching for new tools that bring a dif-
ferent element to traf ¢ analysis. Enter NetworkMiner 0.84,*
the strong results of Erik Hjelmvik s development efforts.

Erik was kind enough to provide us with a number of details
regarding NetworkMiner. For instant grati cation though,
you can nd almost everything you need on the Network-
Miner wiki.®

Erik s goal is for NetworkMiner to become a full blown Net-
work Forensic Analysis Tool (NFAT), available for free as an
open source application. NetworkMiner is focused on the ex-
traction of relevant events and information about hosts and
users on a network, and providing that information in an in-
tuitive user interface. Further focus is on analyzing and pars-
ing PCAP les rather than on performing live snif ng with
NetworkMiner. Simply, there are several other applications

http://wireshark.org.

http://ex-parrot.com/~chris/driftnet.
http://www.oxid.it/cain.html.
http://sourceforge.net/project/show les.php?group_id=189429.
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http://networkminer.wiki.sourceforge.net/NetworkMiner.

that are better at snif ng packets like
Wireshark or tcpdump. Erik goes so far as
to not recommend the use of a Windows
OS if hoping to perform packet snif ng
properly on a high speed network. That being said, Network-
Miner can be used to sniff data, either by using WinPcap or
by using Raw Sockets. NetworkMiner is an excellent compli-
ment to network security monitoring systems as a tool for
attack investigation, and it can also be used to conduct be-
havior analysis of a compromised machine, potential rogue
host, or malicious user.

The following are some of the things planned for future im-
plementation:

= A proper reporting tool
= Faster parsing of large PCAP les
= Implement even more protocols

= Statistical methods to do protocol identi cation (pro-
tocol ngerprinting) of a TCP session or UDP data,
or identifying the correct protocol based on the TCP/
UDP packet content rather than port number, elimi-
nating non-standard port identi cation failures. See
Bejtlich s discussion regarding PIPI (Port Indepen-
dent Protocol Identi cation) and Dynamic Applica-
tion-Layer Protocol Analysis.®

Erik maintains a list” of more minor features he s planning to
add to NetworkMiner.

If you d like to get a look at new upcoming versions of Net-
workMiner, as well as have access to a large amount of PCAP

les, apply for a membership to the private NetworkMiner
beta testers mailing list.®

Before detailing a bit of NetworkMiner usage, allow me to
highlight its capabilities as a forensic data collector:

= OS Fingerprinting
O TCP SYN and SYN+ACK using OS ngerprint-
ing databases from pOf and Ettercap

O DHCP via the Satori OS ngerprinting database
from FingerBank

0 The MAC-vendor list from Nmap

6 http://taosecurity.blogspot.com/2006/09/port-independent-protocol.html.
7 http://sourceforge.net/tracker/?group_id=189429&atid=929293.
8 https://lists.sourceforge.net/lists/listinfo/networkminer-betatesters.
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