Gpgdwin
Emalil Security using GnuPG for Windows

By Russ McRee

Prerequisites

Nothing other than a recent Windows OS
and the desire to CYA

Similar Projects

Enigmail
PGP (Commercial)?

people tout it in the products we must buy to secure our

environments. Consultants remind us to weave it into
our practices. Training programs |l their content with re-
petitive references to it. What is it, you ask? CIA: con den-
tiality, integrity, and availability. No need to spend another
moment on it; we are all security professionals, and whether
or not we tire of hearing it, we are reminded of its impor-
tance with an indelible reference seared into our psyche, as
a cattle brand might forever tag its bovine target. We know
CIA. What s the point? Integral to the con dentiality piece is
email encryption. Yes, there are strong commercial products
with excellent offerings intended to aid you in this endeavor,
but here we focus on a freely available tool that may allow
you to achieve the same goals as you would via more costly
avenues.

To that end, Gpgdwin® (GNU Privacy Guard for Windows) is
an email encryption suite, the result of a project initiated by
the Federal Of ce for Information Security (BSI), the central
IT security service provider for the German government.

I tire of hearing it, and I m sure you might as well. Sales

GnuPG is the GNU project’s complete and free implemen-
tation of the OpenPGP standard as de ned by RFC4880.
GnuPG allows you to encrypt and sign your data and com-
munication, and features a versatile key management system
as well as access modules for all kind of public key directories.
GnuPG, also known as GPG, isa command line tool with fea-
tures for easy integration with other applications. A wealth of
frontend applications and libraries are available. Version 2 of
GnuPG also provides support for S/MIME.

1 http://enigmail.mozdev.org
2 http://www.pgp.com
3 http://www.gpgdwin.org/index.html

GnuPG is Free Software (meaning that it respects your free-
dom). It can be freely used, modi ed and distributed under
the terms of the GNU General Public License. *

PGP (Pretty Good Privacy) has not been free for many years,
but it used to be available on a temporary basis under similar
conditions as GNuPG.

Read Stephen Levys Crypto: How the Code Rebels Beat the
Government Saving Privacy in the Digital Age for an excellent
read and all the PGP history you can absorb.

You can choose all or some of the following modules during
installation:

GnuPG The core; the actual encryption tool

Win PTA key manager and encryption assistant

GPA Another key manager

GPGol Aplug-in for Microsoft Outlook 2003 (email encryption)
GPGee A plug-in for Windows Explorer (  le encryption)

Claws Mail Acomplete email program including the plug-in for GnuPG

Any reasonably informed security practitioner who has read
the appropriate curriculum will remember our friends Bob
and Alice and their desire for privacy. No need to play that
scratchy record either, but my favorite reads on keypair meth-
odology, aside from the original masterpiece, A Method for
Obtaining Digital Signatures and Public-Key Cryptosystems °
from Rivest, Shamir, and Adleman, are Erin Spicelands A
Simple Guide to Encryption ® (the asymmetric chapter is
most relevant here) as well as ye olde Wikipedia entry for
GnuPG.’

I will apologize in advance to those who are comfortable with
the asymmetric key process as it pertains to email and leen-
cryption. Our goal in describing Gpg4win is to also provide
an introductory primer for those who may not be as familiar
with the process.

http://www.gnupg.org

4
5 http://people.csail.mit.edu/rivest/Rsapaper.pdf

6 http://fuzzymonkey.net/articles/asymmetrickey.shtml
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http://en.wikipedia.org/wiki/GNU_Privacy_Guard
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