Search Engine Security Auditing

By Russ McRee

Prerequisites

SiteDigger 2.0

Google SOAP API?

MSN ApplD?

MSNPawn 1.1*

Gooscan®

Windows .NET Framework®

Introduction

Of the plethora of vectors we endeavor to protect, one often
overlooked is the level of exposure our clients and/or plac-
es of business may present to search engines via their web
presence. Auditing for these exposures should be as com-
mon a practice as updating IDS/IPS signatures or keeping
your systems patched. Unless you have been in a cave with-
out Internet connectivity for the last few years, you ve likely
heard of Google hacking and the Google Hacking Database
(GHDB) brought to you by Johnny Long.” Given that many
far brighter than | have covered the speci cs of Google hack-
ing extensively, I shall not presume to bore you or reinvent
the wheel. But | do believe | may be able to offer some insight
on a toolkit of speci ¢ tools and certain queries used in a va-
riety of search mechanisms that will produce results useful
in ensuring that your assets are not unnecessarily exposed.
The tools themselves are useful, and well worth exploring
and utilizing; but remember, with a set of well-tuned queries,
you can audit quite successfully. I 1l list some useful queries
as we explore a few tools as well as a summary list at the end
of the column.

If you doubt the currency of this topic consider this. As
this column was being written, the week of Cinco de Mayo
(cheers), Secunia announced an AXIS Camera Control
SaveBMP() Method Buffer Over ow.® Try querying inurl:
indexFrame.shtml Axis and you will catch my drift.

http://www.foundstone.com/resources/freetools.htm

No longer available, you must already have one
http://search.msn.com/developer/default.aspx
http://net-square.com/msnpawn/index.shtml
http://johnny.ihackstuff.com/downloads/task,cat_view/gid,16/
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http://www.microsoft.com/downloads/details.aspx?familyid=0856EACB-4362-
4B0D-8EDD-AAB15C5E04F5&displaylang=en

http://johnny.ihackstuff.com

~

8 http://secunia.com/advisories/25093/

One other thought: if you really take a liking to this topic
and want to conduct your own research, or strengthen the
defensive posture of those you protect, consider this. GHH,
the Google Hack Honeypot, ° will provide with an excellent
platform for said research.

SiteDigger 2.0

If you have read up on popular information gathering tools
that leverage Google, you are likely familiar with Found-
stone s SiteDigger 2.0. The problem with SiteDigger, as well
as other similar tools, is that they utilize a Google web ser-
vices APl license key. As of 12/5/2006 Google no longer offers
keys for the SOAP Search API (the AJAX API will not work)
and SiteDigger, at the time of this writing, has not been up-
dated. Shanit at Foundstone says they are aware of the issue
and are planning to overhaul all the tools in the near future
but cannot provide speci ¢ dates at this time. Most of the
Software Application Security Services (SASS) tools on the
Foundstone site are somewhat aged, averaging at least 2.5
years without an update, yet there appears to be light at the
end of the tunnel. But, unless you have on old API key, Site-
Digger will not work. Contact me below for some assistance
here, if you wish.

While it will not help you with SiteDigger (it throws an ex-
ception without as an API key), the folks at Sensepost (Wikto,
BiDiBlah) have released Aura,*® a proxy of sorts for doGoog-
leSearch API function calls.

There is also some interesting work being developed by the
folks at sitening.com in their EvilAPI Perl scripts.*

There are other tools that will use Google without an API key,
but with some risk and there are also tools for other search
engines, like MSN. We Il cover both elements later in this
column.

SiteDigger 2.0, assuming you have an API key, is an excellent
tool. The interface is simple enough and is intuitive enough
to allow immediate use. You are presented with four tabs, in-
cluding Search, Options, Submit Sighature, and Raw Search.
Submit Signature allow you to do just that: submit a unique
query you have written to the Foundstone Signature Data-
base. I am not sure if this feature will result in a response
from Foundstone, but regardless your new query will be

9 http://ghh.sourceforge.net/index.php

10 http://www.sensepost.com/research/aura/
11 http://sitening.com/evilapi/
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