
40

Introduction
Badware, instant messaging (IM), and peer-to-peer (P2P) apps, are 
prominent issues facing those with the task of securing enterprise 
computing environments. The risks are plentiful, including poten-
tial loss of con�dential data, Trojans, and rootkits. Our focus this 
month will detail the effort to manage those risks on your network 
using Aanval, an excellent Snort console from Remote Assessment, 
and Bleeding Threat Snort Rules designed to readily identify traf�c 
of concern.

We won�t cover installing Snort here, with the exception of stating 
that you need to be running snort-mysql because of a heavy MySQL 
dependency for this project. Additionally, the con�guration of your 
network environment to support Aanval and Snort is the subject of 
many �ne books and articles, so we won�t spend time there either.  

However, we will spend a great deal of time with Aanval. 

According to their website, Aanval (pronounced: �anvil�) is an 
advanced data management, correlation and analysis console de-
signed speci�cally for Snort and Syslog data. Aanval is a complete 
web-based software solution designed to manage and correlate snort 
intrusion detection data and/or syslog device data. It is available in 
a free, downloadable, single-sensor version in addition to a com-
mercially licensed and supported version. Aanval offers a plethora 
of functionality, including an extensive query capacity and attractive 
reporting. Our interest here is purely Snort, and speci�cally the use 
of Bleeding Edge Threats rules. 

Imagine being able to report to your management team the current 
state of your network regarding spyware-infected hosts, and then of-
fering an eradication and protection plan. Perhaps your organization 
has banned the use of IM in a policy. Or, as in my darkest nightmare, 
a user has gone full-goose bozo, installed the latest Google Desktop 
and is sharing personally identi�able information across multiple Pcs 
� beyond the scope of your administrative control. In an age of com-
pliance, it is hugely bene�cial to have the capacity to draw the major-
ity of network security information from one platform. In my use 
of Aanval I�ve gained as much information about outbound traf�c 
from spyware and IM as I do from typical inbound threats.
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While options abound, we�ll keep the server con�guration a simple 
one: httpd, MySQL, and Snort are all on one server. Additional tools 
like Barnyard and Oinkmaster are available and offer great bene�t, 
but for the sake of this column, we�ll be keeping the focus on bad-
ware and policy violation detection rather than server con�guration. 
But �rst, on to some essential administrivia.

Snort
Let�s begin with Snort. Again, we�ll assume you�re familiar with Snort 
installations and may already be using a BASE console or something 
similar. If you�re new to Snort, consider Patrick Harper�s install doc.1 
Follow his how-to�s standard installation right up to page 13 where 
he begins to describe BASE installation. Not to knock BASE, but 
we�re going to signi�cantly surpass its capabilities with Aanval. The 
most important variable in your Snort installation is this: ./con-
ýgure ïwith-mysql make, make install.  Without the 
ïwith-mysql parameter this effort is for naught. Note: If you are 
using BASE, keep in mind that BASE uses its own DB structure 
that it writes to the Snort DB. It has been my experience that these 
tables don�t play well with Aanval, thus, I suggest a fresh, previously 
unmodi�ed Snort DB for this process.

1	 http://internetsecurityguru.com/
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Key ingredients in this mix are Bleeding Edge Threat signatures. 
Easily attainable from http://bleedingthreats.net, these signatures 
are updated on a near daily basis. These signatures are divided into 
individual rulesets such as malware or P2P. For this use, however, 
I prefer using bleeding-all.rules, which compiles them all into one 
set. It�s easier to manage in one �le as it minimizes rule set entries in 
your snort.conf. Perhaps you�re an Oinkmaster user, as I am; but 
I update Bleeding Edge rules a bit differently. Oinkmaster requires 
a .tar.gz �le and the bleeding-all.rules �le doesn�t conform. Plus, the 
.tar.gz rule set will break the rules out into all their categories rather 
than the monolithic �le. I grab it manually like this: 

cd /etc/snort/rules

wget http://www.bleedingthreats.net/bleeding-
all.rules

There are occasions when a rule may hang Snort up due to a missing 
variable or a typo.

To test that all things Snort will run smoothly, enter /usr/lo-
cal/bin/snort -c /etc/snort/snort.conf -i eth1 ïv. 
If all is well, signatures will begin to roll by after initialization. If 
not you�ll get an error message, perhaps like ERROR: Undeýned 
variable name: (/etc/snort/rules/bleeding-all.
rules:2533): SSH _ PORTS. This tells you to go to line 2533 of 
the bleeding-all.rules �le and address the issue. You could de�ne the 
variable or comment out the error causing line. Repeat the process 
until all is working satisfactorily. After you�ve con�rmed that your 
con�guration is in working order, start Snort in daemon mode: /
usr/local/bin/snort -c /etc/snort/snort.conf -i 
eth1 -g snort -D. 

Run ps aux | grep snort and be sure you see something along 
the lines of 

root     28293  9.2  8.6  93716 88960 ?        Ss   
13:56   0:11 /usr/local/bin/snort -c /etc/snort/
snort.conf -i eth1 -g snort ïD indicating a running 
Snort daemon.

Mrwxepp Eerzep2
For purposes of brevity, I�ll describe the quick install process. That 
said, I can�t stress enough the bene�t of reading the complete guide.� 

Remote Assessment has made Aanval�s installation process very 
straightforward. Default system settings are such that you can quick-
ly get the console up and running and con�gure various options 
after installation. Their installation documentation again assumes 
you have Snort con�gured, working appropriately and writing to a 
MySQL database.

Ideally, before installation you need to create a MySQL database for 
Aanval and give the user the following privileges to the new Aanval 
database as well as to your snort database if applicable:

SELECT, INSERT, DELETE, UPDATE, ALTER, DROP, 
TRUNCATE (the installation will test these to ensure they are work-
ing before installation). Here is a quick checklist for the rest of the 
steps:

�	 http://www.aanval.com/downloads/aanval_installation_v1.pdf  Copyright 2003-2006 Re-
mote Assessment

�	 http://www.aanval.com/downloads/aanval_installation_v1.pdf

Download the latest stable Aanval release and untar/unzip in /
var/www or a directory of your choice.

Point your web-browser at the web directory /var/www/aan-
val and follow the web-browser installation instructions to in-
stall Aanval. After following the installation steps, login and fol-
low the console background processing startup steps. If MySQL 
was properly con�gured you�ll pass through �ve installation 
phases with green success indicators along the way.

Remember to change the admin account name and password 
immediately.

Follow the Snort Module Con�guration steps and use the menu 
system in the upper-right portion of your Aanval console. Use 
the Aanval menu and go to the Optional Modules -> Snort IDS 
Module. You�ll need the snort database name, username, pass-
word and hostname that Aanval will use to connect to your 
Snort database. Enter the correct information, and select Update. 
If you�ve entered the information correctly, the red text will be 
removed. Click the Enable Snort button to activate the module.

Consider the use of the Sensor Management Tools (SMT). While 
not imperative, the SMTs offer additional signature management 
options and statistics as well as sensor heartbeats and communi-
cations. 

Again, refer to the above mentioned installation document for fur-
ther details.
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Once your console is installed you�ll likely want to immediately sur-
vey your network. Perhaps the most essential tool Aanval offers is the 
Go! Search Box. Typically found in the upper right hand corner of 
your browser pane, the Go! Search Box is unquestionably the portal 
to Aanval�s power. We�ll consider three queries in this article. You�ll 
likely use many more once you start using Aanval regularly. 

Syntax for a number of queries can be found by clicking help next 
to the Go! Search Box. We�ll use three queries report:malware, 
report:chat and report:p2p to take a look at scenarios that se-
curity analysts must battle on a daily basis: spyware in the enterprise 
and corporate policy violations at the hands of IM and P2P. But �rst 
let me offer a breakdown of Snort rule basics.

E uymgo Wrsvx vypi szivzmi{
Snort, originally created by Martin Roesch, is powerfully �exible in 
its ruleset.  A visual representation4 of a Snort rule looks like this:

With our visual reference in mind let�s use a very simple rule, one 
that might be used to enforce a �no telnet� policy in your organiza-
tion.

4	 Jay Beale, et al, Snort Intrusion Detection, Syngress, chapter 5, p. 151, �gure 5.1
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alert tcp any any > any 23 (msg:òTELNET Viewable 
Sessionò; session:printable;)

Using Roesch�s Writing Snort Rules� as our reference, alert indicates 
our rule action, in this case to alert as opposed to log or pass. any 
any represents our source address and port, while > denotes a direc-
tional operator which tells Snort to review address/port pairs on in-
gress traf�c. The second any 23 pair corresponds to our destination 
address and port. Finally, in parentheses enclosing the rule body, we 
�nd the message (msg) returned to our console, namely TELNET 
Viewable Session. session:printable de�nes that we 
should be alerted with data that users can see or type.

So now, armed with the basics, on to the good stuff!

Mhirxmj}mrk wt}{evi {mxl Eerzep erh Wrsvx
In the Go! Search Box I enter report:malware and learn that last 
week�s spyware eradication effort must have missed a couple of hosts 
that had been of�ine during the sweep, perhaps laptops or PCs with 
vacationing users. My query results in Figure 2

Keep in mind, that for space�s sake, I�ve shown only a third of the 
query results, as you will also see source and destination IP addresses 
and ports as well as multiple pie charts. You may also wish to try re-
port:trojan and report:spyware as each will yield slightly 
different results when hunting spyware. 

We see that one of our returns is BLEEDING-EDGE Malware 
Searchfeed.com Spyware 1. Matt Jonkman, cofounder of Bleeding 
Edge Threats, writes many a rule in this tremendous community 
effort. We will review his rule for the above event.

alert tcp $HOME _ NET any -> $EXTERNAL _ NET $HTTP _
PORTS (msg: ñBLEEDING-EDGE Malware Searchfeed.com 
Spyware 1ò; þow: to _ server,established; uricon-
tent:ò/rd/Clk.jspò; reference:url,www.searchfeed.
com; classtype: trojan-activity; sid: 2002296; 
rev:2; )

Simple in its approach, it breaks down thus:

�	 Martin Roesch, Writing Snort Rules, How To Write Snort Rules and keep your sanity, p. 10 
http://packetstormsecurity.org/papers/IDS/snort_rules.htm

Our rule action is to alert on tcp traf�c from our home network to 
external sites as controlled by the variables $HOME _ NET and $EX-
TERNAL _ NET de�ned in our snort.conf �le. Our protocols are any 
outbound speci�cally to de�ned HTTP ports, again managed by the 
$HTTP _ PORTS variable in snort.conf. The message returned 
to our console is obviously BLEEDING-EDGE Malware Searchfeed.
com Spyware 1 while the rest of the rule body tells us it�s speci�cally 
looking for any URI content containing /rd/Clk.jsp. 

Further querying will show us more. Simply feeding searchfeed 
into the Go! Search Box yields Figure 3

IP addresses have been obfuscated to ensure privacy, but note that 
you have the option to drill down into the actual payload for further 
analysis. This especially useful when monitoring more critical events 
like worm traf�c.

This view in Figure 3 will show you some of the payload, but click-
ing the inverted orange arrow will result in the entire payload, in-
cluding the hex.

Once you�ve identi�ed spyware emanating from a particular host 
you can target it for cleaning in whatever manner your organization 
employs.
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One of the most prevalent concerns in enterprise computing centers 
is controlling instant messaging (IM). I�m not writing here to op-
pose or advocate IM; my interest is purely awareness. However, as a 
security professional, I cannot stress enough the importance of un-
derstanding the risks IM pose to your networks. 

In a world be�tting of my rule-centric, paranoid brain, let�s imagine 
we work in an environment where IM is simply not allowed, period. 
Great! That makes our jobs easier. If it shows up in the Aanval con-
sole, we know we have an issue. 

To see what sort of IM traf�c may be �ying around your network, 
type report:chat in the search window of your Aanval console 
and click Go. Depending on your network, you might see a num-
ber of different events in the Event Details pane, including generic 
CHAT rules found in the standard Snort rule set. But, since we�re 
focused on the bleeding edge here, let�s zoom in on BLEEDING-
EDGE CHAT Yahoo IM successful logon. You can simply highlight 
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