Security Analysis with Wireshark

By Russ McRee

tsnot likely that you Il run into someone working in informa-
tion security who hasn t heard of Ethereal.

As of May 2006, the world s most popular network protocol
analyzer has become Wireshark. Gerald Combs, Ethereal s creator,
was unable to reach agreement with his now former employer, which
holds trademark rights to the Ethereal name. However, Combs
wisely maintained ownership of the source code, and so Wireshark

Wireshark/Ethereal is considered
invaluable to network engineers for
troubleshooting and analysis.

is, for all intents and purposes, Ethereal continued. Wireshark.org
offers all the details of the name change and the Ethereal/Wireshark
history, so we Il not cover any more of that here.

Understanding how to use this tool is certainly extremely useful
in the infosec workplace, and essential for classes like SANS Se-
curity 503: Intrusion Detection In-Depth, or most anything Laura
Chappell s Protocol Analysis Institute offers. Wireshark/Ethereal is
considered invaluable to network engineers for troubleshooting and
analysis; and for security analysts there is deeply revealing insight at
your ngertips. Keep in mind that, as we discuss Wireshark, the vast
majority of our content is also immediately relevant to older versions
of Ethereal.

As a network protocol analyzer, Wireshark offers the requisite GUI
and TShark for text mode, display Iters, live capture and of ine
analysis; reads a plethora of capture le formats; and supports hun-
dreds of protocols. Wireshark works well on most any platform. The
documentation is well written and will take you step by step through
the process. | run it on Windows, two avors of Linux, and Mac
OS X. Just keep in mind the prerequisites for installation: on Linux/
UNIX systems the GTK+ and libpcap packages must be installed,
but the Wireshark installation package for Windows now includes
WinPcap, so no extra effort required there. On Mac OS X, instal-
lation and function offer a bit of a challenge, a fact | can attest to
thanks to the MacBook Pro I use. Wikipedia sums up the issue thus:

GTK+ only works with X11 on Mac OS X, so the user will need to
run an X server . I ve included some additional references for run-
ning Wireshark on Mac OS X at the end of this column.

As we proceed through our discussion we Il assume, given the wide-
spread use and ease of installation, that youre running Wireshark
on Windows.

1 http://en.wikipedia.org/wiki/Wireshark

Security issues

Before diving into Wireshark use scenarios, lets review some secu-
rity issues innate to the tool itself.

First and foremost, the sheer nature of Wireshark makes it more
vulnerable than other software, in part because its written in ANSI
C,and the developers providing code to Wireshark ... have very di-
vergent programming experience, from advanced networking spe-
cialists to novice programmers, making it more likely that new bugs
getin 2.

From the Wireshark wiki come four extremely valuable points:

= Always update to the latest Wireshark version available as
bugs are xed often.

= Dont run Wireshark as root/administrator. See http://wiki.
wireshark.org/CaptureSetup/CapturePrivileges for details.

= Analyze capture les in an uncritical environment. Create
a special (limited) user account or even use a dedicated ma-
chine for this task.

= Use asmall capture tool which is less likely affected by secu-
rity bugs, e.g.: tcpdump and transfer the capture le to the
uncritical environment mentioned above?,

There’s no better way to persuade them
than by showing how easy it is to pull
their credentials off the wire.

A simple scenario with Wireshark: Down with

cleartext

We e all seen it: legacy servers and apps, older network devices,
FTP, email apps. What information security evil do they all share?
Cleartext protocols, one and all. Imagine the old-school DBA or
legacy systems manager who has a hard time understanding what
could possibly be wrong with telnet or R commands. Lets assume
you have a SPAN port with a tap or a hub for network analysis, and
have management buy-in to sniff traf c. You ve been mandated with
clearing out cleartext protocols, but need to drive the point home for
hardcore legacy users upset by the premise of having to use an SSH
client. Theres no better way to persuade them than by showing how
easy it is to pull their credentials off the wire.

2 http://wiki.wireshark.org/Security
3 http://wiki.wireshark.org/Security
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