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s | believe in a moderate political stance, | so, too, be-
A lieve in a balanced server environment. Our mandate

as security professionals is to rst do no harm, fol-
lowed by the need to protect all assets to the best of our abil-
ity. Therein lies the challenge. So many computing environ-
ments can be considered heterogeneous, requiring a skill set
capable of defending a variety of platforms. While | am writ-
ing this in early October, you re likely reading it just prior or
soon after the United States presidential election. So often in
American politics we suffer partisanship, where the disparity
between parties is so deep that little is accomplished that can
be considered of true bene t to the people. Let us not bring
this challenged mindset into our production environments.
We must treat all servers equally! It is in this spirit, we shall
discuss server security tools for both parties er, operating
systems. | will proceed in alphabetical order so as to avoid
bias, and each tool will be listed alphabetically as well. It is
also my intention to discuss tools we ve not yet covered; most
Linux administrators have heard of Bastille and most Win-
dows administrators are familiar with the MBSA. Therefore,
should you learn of a security tool not yet in your toolkit, we
will have come through on our campaign promise.

Enhancing Linux security

Remember Brian Provosts The Big OI' Ubuntu Security Re-
source as a great starting point for recommendations: include
modifying default settings including shared memory, SSH
root login, and limiting super user access, enabling automatic
security updates, securing the home directory, a list of essen-
tial security installs, bootup security, and an additional list
of secondary security enhancements. For new Ubuntu users
and old hands alike this is an excellent checklist.

1 http://www.antirootkit.com/software/Helios.htm.
2 http://sourceforge.net/projects/ocsinventory.
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PortSentry

In the oldie but goodie category we nd PortSentry, practi-
cally a classic by most standards, but still entirely relevant.
PortSentry, for protection from portscans on *nix platforms,
isone of the three Sentry tools that also include LogSentry and
HostSentry. Installation of PortSentry on an Ubuntu/Debian
system is as simple as sudo apt-get install portsentry.
It Il include the Exim mail server as well, as it is mail message
capable upon receipt of attack traf c.

By default PortSentry does not block. Check /etc/
portsenrtry/portsentry.conf if youd like to change
where it writes messages; default is /var/log/syslog. See
also /etc/default/portsentry for startup options and /
etc/portsentry/portsentry.ignore.static for hosts and
interfaces to ignore. The default con gurations are ample to
get under way. If you do make changes to the con g le be
sure to sudo /etc/init.d/portsentry restart, or the
comparable command for your distribution. PortSentry lis-
tens ona number of ports; when you scan a host running
PortSentry as | did in my lab, dont be shocked to see all the
open ports. | hit my PortSentry host with a TCP connect
nmap scan: nmap -v -sT 192.168.248.108.

The result in /var/log/syslogd is as follows:

Oct 7 23:26:24 hio-ubuntu-02 portsentry[9682]:
attackalert: Connect from host: 192.168.248.101/
192.168.248.101 to TCP port: 32774

Oct 7 23:26:24 hio-ubuntu-02 portsentry[9682]:
attackalert: Host: 192.168.248.101 is already
blocked. Ignoring

Oct 7 23:26:33 hio-ubuntu-02 portsentry[9682]:
attackalert: Connect from host: 192.168.248.101/
192.168.248.101 to TCP port: 31337

Oct 7 23:26:33 hio-ubuntu-02 portsentry[9682]:
attackalert: Host: 192.168.248.101 is already
blocked. Ignoring

Oct 7 23:27:04 hio-ubuntu-02 portsentry[9682]:
attackalert: Connect from host: 192.168.248.101/
192.168.248.101 to TCP port: 1524

Oct 7 23:27:04 hio-ubuntu-02 portsentry[9682]:
attackalert: Host: 192.168.248.101 is already
blocked. Ignoring

Oct 7 23:27:20 hio-ubuntu-02 portsentry[9682]:
attackalert: Connect from host: 192.168.248.101/
192.168.248.101 to TCP port: 1080

Oct 7 23:27:20 hio-ubuntu-02 portsentry[9682]:
attackalert: Host: 192.168.248.101 is already
blocked. Ignoring







