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By Russ McRee

Prerequisites
Java

Similar Projects

OCTAVE http://www.cert.org/octave/methodintro.html
CORAS http://www2.nr.no/coras/

(SOMAP) and its offerings represent a strengthening

trend in the information security space: risk assess-
ment and risk management as the core of the enterprise secu-
rity framework. You have likely encountered this well studied
and documented formula: Risk = Threat x Vulnerability, and
perhaps variations inclusive of cost or asset value. This rather
fundamental formula is the basis for SOMAP methodology,
but only just begins to shape the process. Algorithmic sci-
ence, applied by bright academicians, can further the study
of risk and calculating the value of assets. Read Dantu and
Kolan s Risk Management Using Behavior Based Bayesian Net-
works. ISSA members should be familiar with 1ISSA Hall of
Fame member Thomas Peltier s work regarding the Facilitat-
ed Risk Analysis Process (FRAP), best illustrated in his book
Information Security Risk Analysis.

T he Security Of cers Management & Analysis Project

What CISSP, or those studying for it, is not painfully familiar
with Annualized Rate of Occurrence (ARO), Business Im-
pact Analysis (BIA), or Exposure Factor (EF), and Single Loss
Expectancy (SLE)? OMG, I m losing my MIND (Multiple
Initialisms Noted Disorder).

Consider the burgeoning Common Vulnerability Scoring
System (CVSS): CVSS helps organizations prioritize and
coordinate a joint response to security vulnerabilities by com-
municating the base, temporal and environmental properties of
vulnerability. ! This approach will allow a business to more
precisely manage risk based on their speci ¢ environments.
Imagine the difference between two businesses, one that ex-
poses known Oracle vulnerabilities to the Internet and one
that carefully isolates their Oracle installation behind mul-
tiple protective layers, such that even if vulnerable, their data
base is at no where near the same level of risk as its internet-

1 http://www. rst.org/cvss/

exposed counterpart. The resulting grades these disparate
systems would receive in a well conducted risk assessment
would obviously be quite different, as would their environ-
mental CVSS score. But, | digress.

Project highlights

I spoke with Adrian Wiesmann from SOMAP and he offered
some project highlights you may nd interesting.

B As a small team, there is much to do, and every
helping hand is welcome. There is the possibility for
CISSPs to earn CPEs helping the SOMAP project.

B SOMAP is currently nishing version 1 of the SOBF
Tool which contains basic functionality to do risk
assessments. They are already working on version 2
which will enhance the features nalized in version
1. Their intent has always been to design the SOBF
Tool as a shell or framework where users can change
and extend the many features of the SOBF Tool, such
as parts of the U, the assessment work ow, calcula-
tions, etc. They took the liberty to test different Uls
and ideas and now that the preferences are nalized,
they will work towards a new, clean architecture and
source. Consider it as a prototype rst (v1) and a
clean implementation later (v2).

B Version 1 of their Handbook and Guide were pub-
lished some time ago and both documents need
some further attention. Some topics are not cov-
ered yet and the text will be signi cantly updated in
pending versions.

B They are currently concentrating on the Reports for
version 1 of the SOBF Tool. This is taking some time
because they not only need to de ne what kind of
reports to offer, but formatting details as well. The
project would appreciate feedback here.

B While they have a roadmap, they do not currently
have any communicated release dates. As a small
team working on SOMAP in their spare time, it is
dif cult to commit to speci c dates.

Consider the SOMAP Project one to be watched closely for
further development, well worthy of bookmarking and visit-
ing regularly.
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