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PTA: Practical Threat Analysis
By Russ McRee – ISSA member, Puget Sound (Seattle), WA, USA chapter

Prerequisites
Windows OS 
MS Access 2003 runtime (included in installer)

Similar Projects
Threat Modeling Tool1 
SOMAP�

I t gives me comfort just saying it out loud: �practical 
threat analysis.� Short, sweet, to the point, and extremely 
useful when conducting exactly what you might imag-

ine: threat analysis, or more generically, risk assessment. In 
October 2007 we covered SOMAP, a tool set useful for similar 
endeavors, and I promised myself then that I�d feature PTA 
as soon as reasonably possible, given its rich feature set. Proj-
ect lead Zeev Solomonik refers to Practical Threat Analysis 
(PTA) as a risk assessment methodology and a suite of software 
tools that enable users to �nd the most bene�cial and cost-effec-
tive way to secure systems and applications according to their 
speci�c functionality and environment. PTA�s role is to identify 
system vulnerabilities, map system assets, assess the risk of the 
threats and de�ne an effective risk mitigation plan for a speci�c 
system architecture, functionality and con�guration.�

PTA can assist in PCI DSS self-assessment; for vendors with 
less than 1,000,000 Visa e-commerce transactions per year, 
the PCI DSS threat model template will serve you well. If 
you�re interested in performing an ISO 27001 risk assessment 
audit you can also take advantage of the PTA ISO 27001 li-
brary. These freeware libraries, and other useful articles 
regarding methodology, case studies, tools and technology, 
reporting, and sample projects, can be downloaded at the 
�Practical Threat Analysis Documents & Samples� page.4

I queried Zeev regarding current project details and he of-
fered the following:

PTA Professional Edition is now used by many thousands 
of risk analysts and security professionals worldwide for 
their threat analysis projects. PTA threat models have 
been found productive in risk assessment missions in a 
variety of domains such as IT, �nance, communication, 

1	 http://www.microsoft.com/downloads/details.aspx?familyid=62830f95-0e61-4f87-
88a6-e7c663444ac1&displaylang=en.

�	 http://somap.org.

�	 http://www.ptatechnologies.com.

4	 http://www.ptatechnologies.com/DocumentsFrameset.htm.

1.

healthcare as well as academic and re-
search projects.

The PTA calculative method for assess-
ing risks in $ values and prioritizing 
implementation of countermeasures became the standard 
de facto for justifying mitigation investments. A detailed 
description of the methodology and the calculative meth-
od is available.�  The dynamic nature of the PTA database 
allows the analyst to constantly adjust the threat model to 
the changing circumstances.

The PTA plug-in libraries of prede�ned security entities 
has proven to be the community�s favorite for transform-
ing compliance knowledge and data into effective mitiga-
tion actions. More material on how to convert security 
compliance standards to PTA threat models and use them 
as a dynamic baseline for quantitative risk analysis is 
available.� 

The product�s development is driven by user feedback and 
requests. In the last two years more than 20 builds have 
been released with many usability improvements, bug 
�xes and additional features � thanks to the community 
of PTA users for their constant feedback and continuous 
support; PTA versions history.�

The next release (planned for late October) will include 
additional reports which improve the ability to aggregate 
and present the threat model data and results according to 
useful parameters. Future releases will include improve-
ments of export/import features to support easier integra-
tion with existing risk management systems as well im-
proved documentation and on-line tutorial.�

In order to run PTA through its paces while creating an ex-
ample project, I compiled what I hope will be a useful PTA 
library for threat modeling web applications (details below).

Web application threat modeling highlights
Before diving into PTA, let�s take a quick look at some rel-
evant content from relevant modeling resources, to more eas-
ily map them to our use of PTA.

�	 http://www.ptatechnologies.com/pta.htm.

�	 http://www.ptatechnologies.com/comments.htm.

�	 http://www.ptatechnologies.com/latestupdate.htm.

�	 Zeev Solmonik, interview.
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