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Be sure to do so for proper reporting
output later.

Next, click the Settings tab and re-
view the Incident handling manage-
ment menu (Figure 2).

Click Edit incident states to estab-
lish the states an incident can be in.
We’ll keep it simple for this exercise
but keep in mind that you can be
as granular as you wish. I chose In-
vestigationRequest, Investigationln-
Progress, and InvestigationClosed as
labels and similar terminology for
each description. You can also de-
cide which of your chosen incident
states should be default and estab-
lish it as such accordingly.

Click the Settings menu again, and

tions). We’ll use Add incident to cre-
ate three unique entries.

We’ll create three incidents as fol-
lows:

Incident One

Type of incident — Malware compro-
mised host

State of incident — InvestigationIn-
Progress

Date of incident — 01 Jul 2009
10:08:41

Short description — Host infected
with MyDoom

Notes — Host participating in DDoS
attack against South Korean target.

Incident Two

Edit incident types to establish what
incident types are identified on your
network. Again, I kept labels and
descriptions very generic and simple for our example effort;
you can and should be as specific and granular as is appropri-
ate for your environment (Figure 3).

You may note in the screen shots for this article that there’s a
category for Edit incident statuses that is tagged as not a func-
tion in a future version. Depending on the version you install
as you read this you may find that is no longer included as it
is redundant given the incident states option.

You can also establish preferred mail templates under Set-
tings to establish specific incident communications, manage
AIRT users, and modify the AIRT tools menu.

The Mail tab on the primary AIRT menu allows you to create
new messages from the preferred templates you created.

Under the Search form in the upper right-hand area of Ul,
note a Tools drop down menu. Some of the entries are the
same as the primary menu bar, but make note of the import
and export queues. These will allow you to exchange proper-
ly formatted data (IODEF) with other incident management
units. Also important on the tools menu is the Reports option
which we’ll close our discussion

Figure 3 - AIRT incident types

Type of incident — Application layer
attack

State of incident — InvestigationInProgress
Date of incident — 02 Jul 2009 12:10:19
Short description — SQL injection attack against CRM

Notes — External attacker compromised primary customer
resource management database via SQL injection attack.

Incident Three

Type of incident — System misuse
State of incident — InvestigationInProgress
Date of incident — 03 Jul 2009 22:17:34

Short description — Workstation used to view inappropriate
material

Notes — Corporate policy violation.

For purposes of brevity, my notes are extremely limited. They
should not be when you conduct a real investigation. ;-)

Once an incident is added you will be presented with the op-
tion to provide additional data such as external identifiers, IP
addresses, and file attachments. You can also compose mail
messages and view history (Figure 4).

with.

Now that we’ve established
the basics, let’s populate three
unique incidents on three dif-
ferent days.

Click the Incidents tab on the
menu bar. You have the option
to Add multiple incidents which
is useful when you need to cre-
ate multiple entries for the same
incident type (multiple infec-

N
Information Systems Security Association

Figure 4 - AIRT incident added
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Figure 5 — AIRT archive

ISSA Journal | August 2009

Incident Archive

Filters: Alltypes v Allstates v

["] Incident ID 1P Address Constituency Type State Created Updated
[7] Example-CERT£000001 192.168.248.2 Corporate Malware compromised host InvestigationClosed 09 Jul 2009 09 Jul 2009
[] Example-CERT£000002 10.10.10.2 Corporate Application layer attack InvestigationClosed 09 Jul 2009 09 Jul 2009
[] Example-CERT#000003 192.168.248.3 Corporate System misuse InvestigationClosed 09 Jul 2009 09 Jul 2009

Incidents are dynamic, their states and details change rapidly.
AIRT allows you to quickly navigate each incident and popu-
late additional data and findings at will.

One of the most important features of any tool such as AIRT
is its reporting functionality. Create a report by clicking the
Tools menu and choose Reports. This functionality is the
same as Statistics under the Incidents menu.

From the Incidents menu you can close cases; they’ll be ar-
chived for later review (Figure 5).

In conclusion

Proper documentation, tracking, and messaging during se-
curity incidents are critical to success. Failure to do so can
have catastrophic implications for your enterprise or clients

as mistakes are often synonymous with a lack of organiza-
tion. AIRT is an ideal platform with which to optimize your
incident tracking case load and ensure efficiency and clarity.

Cheers...until next month.
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