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Likely you’ve all seen an instance of what is referred to a rogue 
AV, rogue security software, or scareware. Figure 1, as seen in 
a browser, shows a very typical example including what looks 
like a legitimate scan of your hard drive leading to the freak-
out that an uninformed user would likely suffer when seeing 
all the “infections,” thus leading him to clicking and install-
ing something that is far from antivirus software.

A user clicking anywhere in the browser session exhibited 
in Figure 2 would immediately be offered the download-
able .exe ; specifically Install_2010-10.exe, better known as 
Trojan:Win32/FakeXPA.

Starting with privateaolemail.cn  I copied the complete 
URL to the URL form in the Malzilla UI and clicked Get. 
Malzilla took immediate note of the redirect and asked me if 
I wished to see it through (Firgure 3).

Upon arrival at antimalwareliveproscanv3.com I was present-
ed with a number of opportunities to explore Malzilla’s fea-
tures. The code used by this page is ripped from every other 
scareware propagator, and while not unique, nicely exempli-
fies how useful Malzilla is, if only at its most basic. 

Under each primary tab generated for a given URL you’ll note 
four sub-tabs: Text, Hex, Cookies, and Links Parser. I found 
it immediately amusing in the Links tab that the site called 
Maxmind’s geoip JavaScript. Maxmind is billed as geoloca-
tion and online fraud prevention. Oh, the irony. Obviously, 
Maxmind would have a very difficult time preventing mali-
cious users from using their code, but it did lend to a good 
chuckle.

Searching geoip in the Text view produces the initial call to 
Maxmind:

<script language=”JavaScript” src=http://j.
maxmind.com/app/geoip.js></script>

The results are written to the browser session as seen in the 
bottom left of Figure 1 with simple document.write  expres-
sions, lending to the credibility of the scareware as perceived 
by the victim.

I then chose to Send All scripts to Decoder to explore the mali-
cious site’s methodology further.

Under the Decoder tab located at the top of the Malzilla UI, 
I began exploring the JavaScript in order to offer you insight 
with regard to common scareware/rogue AV attributes. If 
you’ve ever encountered these sites before, you know how 
persistent they are. It’s often difficult to close the tab or the 
window without it popping back up or telling you “Dont 
close this window if your want you PC to be clean.”

Yes, the grammar and punctuation are that bad. The pop ups 
just keep coming; here’s how easily these bottom dwellers do 
it.

Checking the script exported to the decoder I found no 
less than four pop functions coupled with a var popURL 
= newurl  feature that automatically offers the binary to be 
downloaded, as well as a function that ensures the utmost 
difficulty when trying to exit the page. Figure 4 exemplifies 
such persistence, as well as the geoip method.

A scareware/rogue AV site may be of interest as a current 
event, but there’s nothing particularly groundbreaking about 
the site code that would be useful to describe some of Mal-
zilla’s more enhanced functionality. To that end, I went mal-
waredomainlist.com and found a delightful example laden 
with malicious nuggets for Malzilla to chew on.

I dropped bestplace.org.in/lib/in.php (highly malicious!) in 
the Malzilla URL window, tweaked my User Agent option to 
an Opera setting for giggles and clicked Get. I took immedi-
ate note of shellcode in the first variable definition and obfus-
cated code in the second. I opted to Send all scripts to Decod-
er again, the clicked Run Script. This option runs all script 
as a function of monitoring eval()  routines, and “catches” 
the results in the eval_temp  directory found in your Mal-
zilla install directory. Keep in mind, with malicious sites of 
this nature, they’re watching for your User Agent; thus, if you 
choose different options in Malzilla you will see different 
results.  Malzilla wrote seven log files for me in eval_temp , 
four of which were readily identifiable on Virustotal.com as:

1.	 Exploit:JS/ShellCode.gen

2.	 VBS:Obfuscated-gen

3.	 Exploit:JS/Opera

4.	 duplicate

Remember I mentioned the 
User Agent string? I changed 
it to a Firefox string and reran 
Malzilla, this time receiving 
some different results. 

I will be candid; I haven’t 
begun to touch on all the 
features offered by Malzilla. 
In the hands of a capable 
reverse engineer, this is an 
outstanding tool. For pseu-
do-proficient hacks like me 
it reminds me of how much 

Figure 3 – Malzilla follows redirect
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I have yet to learn. Yet, in the hands of an absolute beginner 
there is still great value. 

In conclusion
As indicated earlier, study Malzilla in an isolated environ-
ment, ensure an understanding of all the possible encodings, 
how obfuscation plays a role, and the basics of shellcode. 

This tool is excellent for 
learning about Web-based 
malware attributes, includ-
ing delivery tactics, without 
the need for a browser. 

One thing to keep in mind, 
Malzilla helps at the begin-
ning of the analysis: the 
initial infection vector. It’s 
not a runtime tool designed 
to assist with the analysis of 
a compiled executable that 
may find its way to the vic-
tim’s PC.

Enjoy Malzilla carefully. 
If studying the nuances of 
Web-born malware is ap-
pealing to you, I promise 
you will learn a great deal. 

Cheers…until next month.
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Figure 4 – Malzilla Decoder
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