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toolsmith – Fiddler with Watcher: Passive security auditor | Russ McRee

<allow-access-from domain=”*” 
secure=” false”/>

< a l l o w-ht t p - re qu e s t-h e a d e r s -
from domain=”*” headers=”*” 
secure=” false”/>

</cross-domain-policy> 

If you configure an origin-domain 
in Watcher’s Configuration tab, 
Watcher will give you a heads up 
when crossdomain.xml is too per-
missive. The Watcher development 
team is updating Watcher so that 

even if an origin-domain is not specified, Watcher will de-
fault to using the response’s domain. This should ensure that 
Watcher identifies all poorly implemented cross-domain 
policies.

In conclusion
Watcher is so simple to make use of in concert with Fiddler. 
If you spend any time conducting any sort of web-specific 
analysis, you’ll find Watcher extremely useful and easy to 
utilize; utilizing the results as part of preliminary reconnais-
sance will serve you well.

Cheers…until next month.
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URLs appear to originate from known good sites. If you’re 
ever bored and want to see how widely available open redi-
rects are, just try the following Google search: inurl:”redirect.
asp?url=”. 

More irony discovered when a SEO business such as Software 
Submit is revealed to allow open redirection when visiting 
their site with Watcher. This shouldn’t be surprising given 
their business model, but as seen in Figure 3, it’s still bad 
practice.

Figure 3 – Watcher spots an Open Redirect

My final pet peeve spotted by Watcher pertains to bad Flash 
practices. In particular, if a page specifies a potentially inse-
cure allowScriptAccess value8 when loading a flash SWF file, 
or a crossdomain.xml policy file is too permissive,9 an at-
tacker is afforded additional inroads to exploit opportunity.

Here’s what your crossdomain.xml policy file should not look 
like:

<cross-domain-policy>

8	 http://kb2.adobe.com/cps/164/tn_16494.html.

9	 http://jeremiahgrossman.blogspot.com/2008/05/crossdomainxml-invites-cross-site.
html.
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