




42

�[�V�V�S�Z�T�P�[�O���6�M�M�=�P�Z�����������)�L�[�H�!���6�M�Ä�J�L���]�P�Z�\�H�S�P�a�H�[�P�V�U���[�V�V�S | Russ McRee

�0�U���J�V�U�J�S�\�Z�P�V�U
Download OffVis and make good use of it – another �ne 
tool for the defender’s arsenal. The future of the tool is un-
clear; perhaps a command line version is in the making, but 
no guarantees. Should you �nd malicious samples exploit-
ing vulnerabilities that are not detected by OffVis, please let 
MSRC Engineering know via their contact14 page so that they 
can consider adding detection too for additional vulnerabili-
ties. Their hope is to keep the correct balance between giving 
defenders more information to help them detect attacks, and 
keeping vulnerabilities away from attackers. Keep an eye on 
the SRD blog for updates and feel free to provide additional 
feedback via the blog as well. 

Cheers…until next month. 
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—Dan Beenfeldt, MSRC Engineering

—Kevin Brown, MSRC Engineering

—Bruce Dang, MSRC Engineering

—Robert Hensing, MSRC Engineering

—Jonathan Ness, MSRC Engineering
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Russ McRee, GCIH, GPEN, GCFA, CISSP, is a security analyst 
on the Security Incident Management team for Microsoft’s On-
line Services. As an advocate of a holistic approach to informa-
tion security, Russ’ website is holisticinfosec.org. Contact him at 
russ@holisticinfosec.org..

14	http://blogs.technet.com/srd/contact.aspx.

On occasion, as you examine �les, you may receive an error 
message stating that “This OLESS �le has not been de-frag-
mented – this �le may fail to parse as expected or parsing will 
fail.” If so, click Tools, then Defragment followed by Parse 
again. 

You can see that OffVis has identi�ed the sample �le as 
De�nitely Malicious, having found a UDDESC record prior 
to a BoundSheet record at offset 17735 as pertinent to CVE-
2008-0081 discussed above. I double-clicked the De�nitely 
Malicious entry and the hex view highlighted DF 00 01 00 
EB. A UDDESC record is a description string for chart au-
toformat and is identi�ed in hex as ���[�'�) . The BoundSheet 
record contains sheet information and is identi�ed in hex as 
���[���� .13 Simply, if the parser spots ���[�'�)  before ���[���� , it consid-
ers the parsed Excel document as malicious. When I clicked 
Edit, then Find, and searched for ����  with the hex radio but-
ton selected, the UI hex view reset to address 0000FAC0 with 
a highlighted hex result of ������ ������ ������ ���� , after the Bound-
Sheet recorded (DFh) found in address ���������������� . Long live 
the parser. 

You can dive into the complexities and nuances of the �le 
format to satisfy your inner geek, or you can simply accept 
the parser’s results: De�nitely Malicious. 

To your CEO, who asked you to check out the �le for her 
(think royal food taster), you can say “Ma’am, I wouldn’t 
open that spreadsheet if I were you.”

13	MICROSOFT OFFICE EXCEL 97-2007 BINARY FILE FORMAT SPECIFICATION, 
http://download.microsoft.com/download/0/B/E/0BE8BDD7-E5E8-422A-ABFD-
4342ED7AD886/Excel97-2007BinaryFileFormat(xls)Speci�cation.pdf.
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